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Web Development Best Practioes

L et's suppose you're planning a library website redesign. Although you feel
confident about the visual design and information atchitecttire, setting clear

expectations for developers is a bit of a black box. Yoti want to do it right from the
get-go and avoid any "I wish we had ..." or "We should have ..." statements 6
months down the road. If only there were a list of library website developtnent
best practices against which you could check your or your team's efforts. Read on.

INTERFACE AND UX
Web developers produce better applications and websites if they have an

understanding of usability and user experience (UX) design. Either you have
already recruited people with this experience or you will need to ensure both
professional developtnent time and participation in user studies to get your
team on the same page. A great UX is the sum of many little pieces. Thoughtful
design and development go hand in hand.

Take something as simple as the error pages and messages on your site. How
friendly and helpful are they? What is needed for a 404 error page? Developers
read and understand machine error messages easily—it makes perfect sense to
thetn, but that's not the case for most website users. Error tnessages should be
clear and concise messages in plain language that provide a few helpful sugges-
tions of what to do next. A great error page offers a link to the homepage in a
prominent position and needs to match the tone of the overall website.

404 ERROR MESSAGES AND FORMS
Take a look at the 404 pages on page 58 from Smashing Magazine (http:/ /suspend

edanimations.com/404), Amazon (wvifw.amazon.com/zeeppp), and Frye/Wiles
(www.fryewiles.com/yukk). Compare them with those on your library or intranet
site. Wliich is better? Which offers a better user experience?

Websites present messages other than 404 error messages to users. Whether it's
a null search result or information about a required field on a web fortn. the same
UX development thinking that applies to 404 error pages applies to these.

Web forms in particular are a source of pain for users. Think about some of
your most annoying experiences online. We'll bet that web fortns are near the
top. Do you enter your phone number with or without dashes? Is your birthdate
entered dd/mm/yy or mm/dd/yyyy? In some cases, the form minimizes error
with selectable lists of months and days. In other cases, it simply asks you to
redo your phone nutnber without dashes. Wliy do developers tnake users redo
their phone numbers with dashes? Programmatically, this is easy to handle with
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postprocessing. Every time Canadians have to re-enter a
postal code without a space in it (the standard convention
for Canadian postal codes), they want to line up the devel-
opers and poke them with a stick. It takes 2 seconds to strip
the space out or design the form with two boxes to prevent
telling users they did it wrong and have to redo it.

CROSS BROWSERS
Developers need to be on top of cross-browser issues that

can impede the user experience. We all wish for consistency
of implementation across browsers and platforms. But until
that happetis, your team needs to verify that sites work well.
The bare mitiimum needed to test is a recent release of
Opera, Firefox, Safari, Chrome, and the Internet Explorer
version that you support. Browsers can also render your
website differently depending on the operating system,
which requires further testing.

Cross-browser testing can chew up a lot of time. Enter
stage right—cross-browser testing tools that will render your
webpage in dozens of different browsers and operating sys-
tems in just a few tninutes. Look at BrowserCam (www
.browsercam.com), Browsershots.org (www.browsershots
.org), Adobe BrowserLab (http://browserlab.adobe.com). Ex-
pression Web SuperPreview from Microsoft (http://expres
sion.tnicrosoft.com), and Litmus (www.litmus.cotn). hi sotne
cases, dependitig on the applications being programmed,
your developers may need to run multiple operating systems
to fully evaluate your website. Tools such as VMware

(www.vmware.com) and Windows Virtual PC (www.micro
soff.com/windows/virtual-pc) can help with this.

But wait; there are more browsers to consider. Think about
the use of your content and site by mobile phones, screen
readers, and search engines. A good understanding of web
accessibility requirements and considerations is sotnething
all web team members need to acquire. If your organization
is required to follow U.S. government accessibility standards
as promulgated in Section 508 (www.section508.gov) or
other legal accessibility requirements, make sure your team
learns about these up front before writing code.

Design and build your sites using a progressive enhance-
ment point of view. Progressive enhancement "uses web
technologies in a layered fashion that allows everyone to
access the basic content and functionality of a web page,
using any browser or Internet connection, while also provid-
ing those with better bandwidth, more advanced browser
software or tnore experience an enhanced version of the
page," according to Wikipedia. A progressive enbancemetit
development strategy emphasizes the separation of content
and presentation by using semantic HTML and external
stylesheets. This approach etnphasizes accessible design.
Tbe separation of content using semantic markup also helps
with search engines indexing your site.

TECHNOLOGY
We recommend separating development from produc-

tion. Thoroughly test changes in developtiient before tnov-

WHOOPSIE!
It's looking like you may have taken s
wrong turn. Don't worry...it happens to
the best of us.

Here's a little map that might help you
get back on track:

PORTFOLIO
ABOUT
COODtES
CONTACT

[SMASHING MAGAZtNE]

Whoops looks like we lost one!

amazon.com.

Looking for something?
We're sorry. The Web address you entered is not a functioning page on our site

• Go to Amazon.com's Home Page

Sample 404 error reports from Smashing Magazine, Frye/Wites, and Amazon
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ing to production. Not only does this lower stress levels, it
also makes the team look better.

Keep in mind that JavaScript is an optional feature. Not
all mobile devices support JavaScript, and some users
intentionally disable it on their browsers. Screen readers
may or may not support it. If parts of your site are only
accessible with JavaScript, then Google likely won't index it.

Resolving website issues is much easier if your develop-
ers understand HTTP and the use of GET and POST meth-
ods. Having a good handle on sessions and cookies will
speed up development.

SECURITY
The developers on most web development teams aren't

asked to worry about content and design, but rather to focus
on their implementation. They are, however, charged with
making sure the server is stable and secure. This is easier
said than done. What are some of the things your developers
need to be on top of when it comes to security? Three key
security areas involve servers, websites, and applications.

Be pragmatic and systematic about server security. Make
sure to keep your servers updated with the latest patches.
Developers need time to monitor new types of attacks and
vulnerabilities for the systems they use and support. Limit
access to your server by using a firewall. Gonsider using
security scanning tools.

Privacy and security go hand in hand. Be sure to use SSL
and HTTPS on webpages where sensitive data is entered or
displayed, such as credit cards, usernames, and passwords.
Stick to proven systems for doing authentication. Don't try
rolling your own. It's too easy to slip up in ways that won't be
noticed until it's too late.

Programmers need to be on top of writing secure appli-
cations. One of the most comprehensive places to learn
about developing secure web applications is the Open Web
Application Security Project (OWASP; www.owasp.org). This
guide was "written to cover all forms of web application
security issues, from old hoary chestnuts such as SQL
Injection, through modern concerns such as AJAX, phish-
ing, credit card handling, session fixation, cross-site request
forgeries, compliance, and privacy issues."

Most developers know from experience to never trust
user input that includes browser cookies, but it's important
to keep this front of mind. A simple oversight, like not mak-
ing your database connection information secure, can leave
your site vulnerable to attack. Gonsider running a web
application firewall such as Apache ModSecurity (www
.modsecurity.org) to protect your web applications from
common attacks. It is also useful to monitor your web
server and application logs to see what types of attacks you
are experiencing on your sites.

WEBSITE PERFORMANCE
Speed matters. The best user interface means nothing if

users won't stick around long enough to interact with it.
Remember, it's not just your human visitors that pay attention

The best user interface means

nothing if users won't stick

around long enough to

interact with it.

to speed. Google has stated that page speed is a factor in deter-
mining a site's page rank in search results. Under the hood
coding and modifications that make pages load faster are
important practices for your development team. Plug in your
URL to Google Page Speed (https://developers.google.com/
pagespeed) to get a detailed, prioritized report of what's slow-
ing down your pages and what can be done to improve them.

Best practices for programming for speedy download
involve optimized caching, minimized server round trips,
and minimized payload.

To optimize caching, set static elements such as page
images to stay in the users' caches; this way, every time
they load your page, they are not reloading every single
element (http://code.google.com/speed/page-speed/
docs/caching.html).

Webpages are not just one HTML file. They're HTML plus
GSS plus images plus JavaScript plus, in some cases, addi-
tional elements. Loading each element requires a trip over
the network from the server to the browser back to the
server, and so on. Most browsers prevent the rest of the page
from loading while a JavaScript file is being dovmloaded and
parsed. Webpages also execute scripts in the order in which
they're presented in the code. The implication is that code

Developers Page Speed — www amazon.com/ E
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A great-looking site with

good content is realiy just half

of the battle. Your site needs to

be as lean and mean inside as

it is outside.

order matters. Putting a link to your CSS file after a link to a
JavaScript can delay the page from rendering for the user.
When possible, put JavaScript links after CSS links in your
pages' head.

There are tools that will shrink, or minify, your CSS and
JavaScript. Smaller code means faster load. Use them (http:
//code.google.com/p/minify).

To learn more about high-performance websites, check
out Steve Souders' performance rules (http://stevesouders
.com/hpws/rules.php).

SEARCH ENGINE OPTIMIZATION (SEO)
Developers need to be current on "white hat," or honest,

practices for SEO. Many of your users are not finding your
content and services by going to your website's URL. Rather,
they're finding it via search engines. Making your content as
findable as possible, therefore, is imperative. What are some
best practices for SEO? Consider site maps, title tags,
description, semantic use of HTML, and friendly URLs.

Why leave search engine crawling to chance? Create and
submit a site map of your website to Google and other search
engines so they intelligently crawl your site content and index
more of your site's content (http://onlinehelp.microsoft
.com/en-US/bing/hh204487.aspx). Also, create a robots.text
file that explicitly includes a reference to your site map file
and specifically excludes working directories or staging areas.

Brief but descriptive, unique, and well-formed page titles
are mission-critical. What's in the HTML <title> tag appears
as the heading in search engine results. It also becomes the
text of a bookmark and displays on the tab in tabbed brows-
ing. Think about how title tags appear to the user. If you
start each title tag with "The NAME-OF-YOUR-LIBRARY"
and follow it with a descriptive heading such as "Storytime
Programs for Children," chances are this descriptive head-
ing may not show up in bookmarks and will be truncated or
cut off altogether in search results. So titles matter.

Make use of the "description" metatag. Unlike page titles,
this can and should be expansive, maybe a short paragraph.

Also, Google may use this content as the snippet it displays
for your page in the search engine results list if it accurately
refiects the content of the page, so it's worth the effort.

Web crawlers assume that you're using HTML semanti-
cally, meaning that content that's in a <hl> most strongly
represents the meaning of the page, text within a <h2> tag is
of the next level of importance, and so on. So if you're using
these tags for the purposes of display and not for the natural
cascade of importance of meaning, then cease and desist.

Shorter, human readable URLs are better, and more cred-
ible, than long and opaque. If you don't feel confident about
what lies at the other end of a link, you're less likely to click
on it and trust the site. Also, using "click here" links are bad
practice, so banish them.

CODING LIFE CYCLE AND BUG FIXING
When buUding your site, it's important to document your

processes, both what you're doing and why. Along the same
lines, remember the mantra "good code is commented
code." Modularizing and explaining your code will be helpful
to you at some point, even if you're the author. It will also be
helpful to team members, your successor, and folks in the
library community and elsewhere who might want to peek
behind the curtain. It is especially helpful when it comes time
to migrate to a new system. Documenting processes and
commenting code are easy practices that fall by the wayside,
but they are essential practices that your developers need to
put, or keep, in place.

Despite any team's best efforts with beta tesdng, there will
be errors when you launch a site. Make it easy for users to
report them by having prominent "Contact us" links on every
page. Likewise, despite having done usahility testing, there will
probably be one or two places on your site that are letting users
dovm. How will you spot the trouhle areas? Comments and
feedback are very helpful. In addition, by setting up web ana-
lytics reporting before launch, you can see what is happening.
Google Analytics, which has major traction in libraries and
elsewhere, has a real-time reporting feature. You can see up-to-
the-minute reports on where users are going and what they're
doing, or not doing, on your site. Immediately after a launch,
this real-time reporting can be immensely helpful. As a corol-
lary, you will of course have already set up in Google Analytics
goals and funnels for those processes on your site, such as
sign-ups and registrations, where they're appropriate.

Whether launching, relaunching, or overhauling, web
managers need to pay attention to not only what's on the sur-
face, but also what's under the hood. A great-looking site uith
good content is really just half of the battle. Your site needs to
be as lean and mean inside as it is outside. Follow these
development best practices, and you'll end up with a site
with beauty that's more than skin deep.

Dariene Fichter (darlene.fîchter@usask.ca) is librarian. University of
Saskatchewan; leffWisniewski (jeffiii@pitt.cdu) is web services librarian,
University Library System, University of Pittsburgh.

Comments? Email the editor (marydee@xmission.com).
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